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Abstract— Security support is mandatory for any communicaton
networks. For wireless systems, security support isven more
important to protect the users as well as the netwk. Since
wireless medium is available to all, the attackersan easily access
the network and the network becomes more vulnerabléor the
user and the network service provider. In the exishg research,
there is lack of integrated presentation of solutins to all the
security issues of mobile WiIMAX network, which is iportant
for researchers and practitioners. This paper discsses all the
security issues in both point-to-multipoint and meb network and
discusses their solutions. In addition, a new recaomendation is
also proposed for one of the security issues.
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l. INTRODUCTION

WIMAX is the emerging broadband wireless technaggi

based on IEEE 802.16 standards [1]. The securltiager of
the IEEE 802.16d [1] standard defines the secumighanisms
for fixed and IEEE 802.16e [2] standard defines skeurity
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The rest of the paper is organized as follows: fidévork
architecture and its security supports are discliss¢he next
section. Section Il discusses the PMP and mestvanket
security issues and its counter measures from xistirg
research efforts. Section IV is the conclusion.

II.  NETWORKARCHITECTURE AND SECURITY SUPPORTS

A. Point-to-Multipoint Network

The goal of the IEEE 802.16e Security Sublayeraois t
provide the mutual authentication for access coénsod
confidentiality of the data link layer [2]. It hasd component
protocols: (i) an encapsulation protocol for datecrgption
and authentication algorithms, (ii) a key managenpeotocol
(PKM) providing the secure distribution of keyingtd from
the BS to the MS [2]. The following describes theim
functionalities in more detail.

Authentication in IEEE 802.16&uthentication addresses
establishing the genuine identity of the devior user

mechanisms for mobile network. The security Sum_ayewishing to join a wireless network [32]. INBE 802.16e
supports are to: (i) authenticate the user whemisee enters in 5 thentication is achieved by using the public ikegrchange

to the network, (ii) authorize the user, if the ruseprovisioned
by the network service provider, and then (iii) \pde the
necessary encryption support for the key transfet data
traffic.

The previous |IEEE 802.16d standard security arctite
is based on PKMv1 (Privacy Key Management) protdcilit
has many security issues. Most of these issueseaotved by
the later version of PKMv2 protocol in IEEE 802.18andard
which provides a flexible solution that supportside and user
authentication between a mobile station (MS) arel tbme
connectivity service network (CSN). Even thoughhbot these
standards brief the medium access control (MAC) @ngsical
(PHY) layer functionality, they mainly concentrate point-to-
multipoint (PMP) networks. In the concern of setrimesh
networks are more vulnerable than the PMP netwlouk,the
standards have failed to concentrate on the mesle.mo

Various methods have been proposed to address t

security flaws revealed in the standards. Howebere is lack
of an integrated view of all solutions and compamisf those
solutions. The integrated presentation is important
researchers and practitioner to understand thdgmodomain
effectively and probably propose more secure meshenin
the future. The objective of this paper is to catda
comprehensive survey on existing security mechasismd
compare them. In addition, a recommendation for seaurity
issue is also provided.

protocol, which ensures not only authentication alsb the
establishment of encryption keys. The PKM protoabbws
three types of authentication [3]:

i. RSA based authentication - X.509 digital certifesat
together with RSA encryption

ii. Extensible Authentication Protocol (EAP) based
authentication
ii. RSA based authentication followed by EAP

authentication

In the RSA based authentication, a BS authentictites
MS by virtue of its unique X.509 digital certifieatvhich has
been issued by the MS manufacturer. The X.509 fioate
contains the MS’s Public Key (PK) and its MAC adsire
When requesting an AK, the MS sends its digitatiteaite to
the BS. The BS validates the certificate and theesuthe
verified PK to encrypt an AK which is then sent lbao the

. All the MSs that use RSA authentication havetdey
installed private/public key pairs together with ctfary
installed X.509 certificates.

In the case of EAP based authentication [3], the iMS
authenticated either through a unique operator eissu
credential, such as a SIM or though an X.509 deztié.
WIMAX forum suggests any of the three following meds
and the choice is depends on operator’s implenientat

i. EAP-AKA (Authentication and Key Agreement) for
SIM based authentication,
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ii. EAP-TLS (Transport Layer Security) for X.509 based(HMAC) digests are used to encrypt the messagsfeanBy
authentication computing the value HMAC, MS and BS detect forgerie

- EA.P'TTLS (Tunneled TLS) for MS'CHAPV.Z Network Entry Procedure [3]Fig.2 shows the detailed
(Microsoft-Challenge Handshake  Authentication natwork entry procedure suggested by the NWG. Upon
Protocol) successful completion of ranging, the MS SHALL sehd

The security architecture of the EAP-TLS is defined SBC_Req message and BS in ASN SHALL respond tdtBe
RFC 5216 [33] and it is robust as long as the useerstands by sending the SBC_Rsp, see step (1) in Fig. 2inguthis
potential warnings about false credentials. SBC negotiation, the PKM version, PKMv2 security
capabilities and authorization policy including ugements
and support for Device Authentication are negotiat€his
causes the Authenticator to begin the EAP sequence.

Fig.1 shows the layering of PKMv2 user Authentioati
protocols. PKMv2 transfers EAP over the IEEE 802&i6
interface between MS and BS in Access Service Nd&two
(ASN). Depending on the Authenticator locationhie ASN, a EAP ExchangeThe authenticator in ASN sends an EAP-
BS may forward EAP messages over Authenticatiorayrel Identity request to the MS and the MS will respdndthe
protocol to Authenticator. The AAA client on the request by sending PKM-REQ (PKMv2 EAP-Transfer)
Authenticator encapsulates the EAP in AAA protogatkets message, as depicted in step (2).
and forwards them via one or more AAA proxies te fAA

Server in the CSN of the home Network Service Rfewi **"he™™ o e e con
(NSP), which holds the subscription with the Suqutit. o e ETARIIC L | : !
I ] | ] ]
Supplicant Authentication Relay Authenticator Authentication server : EAP Requ:ﬁsu'demw 3 i i
| | P ! EAP Respdnse/identity ! EAP ovel RADIUS |
MS BS NAS AAA Proxi AAA Server @) 1 1 I | 1
} J(ASN) ‘(ASN) ‘ e (Home C‘SN) \ i EAF’! Method (EAP-TTLSvVO, EAF‘LAKA or EAP-TLS e(t:i) i
[ EAP mefnod such as EAP-TLS, EAP-AKA ang EAP-TTLS I l L | | i
\ ! : / b — —— — Master Sespion Key (MSI0 EstablishedjnMS and A Senar_______ -
H l EAI%’ ! H (6] } Pairwise Mas:er Key (PMK) 1‘ MSK tranSfe"ed:!o L :
! I \ | @ _ _ _Cenerated in MSking Authenticator___ | ! I
‘ l PKMv2 M Auth Relay Protocol m AAA Protocol ]‘ ;* Aumo"za“drn oy (s »: ! :
| | - | ¢ — _ _ Generated in MS hnd Authenticator__ _ _, | ! !
802.16 sl [UDP/IP I e - | |
' ! ‘ A i ‘ ‘ © i SA-TEK Challenge : Armnstae 2 05 i i i
Fig. 1: PKMv2 User Authentication Protocols [3] & T sareKmeen | | i
T T— } : .
User Authorization [3, 1Q]This is a request for an AK as gy L wevmeaest | | i |
well as for an SA identity (SAID) to authorize theser Ry ! : !
credentials. The Authorization Request includes $v%:509 @ . ISRRES i, RessiEen i !
certificate, encryption algorithms and cryptographD. In (5) ja—ie-DSxexchange) o iy _Pah establshment . | |

response, the BS carries out the necessary validgty

interacting with an AAA server in the network) asénds g 2: pKMv2 Procedure during Initial Network Egtf3]
back an Authorization reply which contains the Atcey/pted

with the MS’s public key, a lifetime key and an ®AIlAfter Master Session Keys (MSK and EMSK) establishriidra:
the initial authorization from AAA, the BS reautimes the Home AAA Server generates the MSK and EMSK, ana the
MS periodically. transfers the generated MSK to the Authenticatah@ASN.

. . L The EMSK is retained at the Home AAA Server to gatee
Traffic Encryption [1} Application data are encrypted by o mobility keys. From the MSK, both the MS gnda th

-rrargg:)cm Eﬂﬁ%%té?n irfet);w e(TEIé), u\g/irr]llg(]:h trllsé gﬁgﬁraﬁ%rﬁi onAuthenticator generate a Pairwise Master Key (PNK)per
algorithm. The Key Encryption Key (KEK) is used for IEEE 802.16e specifications, as shown in step (3).

encrypting the TEK before the key transfer from B3ie Authentication Key (AK) generatioiThe Authenticator

KEK is 128 bits long, which is derived directly frothe 160  and the MS generate the AK from the PMK based a@n th

bits long AK. algorithm specified in the IEEE 802.16e, as shawstép (4).
Privacy and key management [15A PKM protocol AK Transfer: The Key Distributor entity in the

instance establishes a.déiacurity Association (SApetweeq Authenticator delivers the AK and its context tce tey
BS and MS. A 8 is defined as the set of security information Receijver entity in the Serving BS, as depictedép €5).

shared between a BS and one or more of the MSsctethto

that BS in order to support secure communicatiamess the ~ SA-TEK exchangeThe MS and the BS perform PKMv2
WIMAX access network. Three types of SAs have beerin three-way handshake procedure as per IEEE 862.16
defined - primary, static and dynamic [1]. Each MSablishes specification, as shown in step (6).

a primary SA during the MS initialization phaseatBt SAs TEK message transfer, Registration and service flow

Séestfxg&deﬂ V‘r’ggin titrrrlli E:r? rzgggg‘sig ?(’)A‘Stﬁée C(;(rezaged creations are the subsequent process based on 8BEEGe
Gord tandard h in st 7), (8) and (9).
termination of service flows. Each MS can haveesalv standard, as shown in steps (7), (8) and (9)

service flows on the go and can therefore have rabve B. Mesh Network

dynamic SAs. The Hashed Message Authentication Code \yjMAX mesh mode network has mesh base stations. New
subscriber stations are called as client nodes Y@Nd the
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active subscriber stations are called sponsor n(&lés), since
SNs have the capability to sponsor new CNs. Thesadich
are one hop away are called neighbor nodes and timamneone
hop distance nodes are called extended neighb@srjai

The CNs will continuously scan every possible fiery
channel and build the physical neighbor list. Frdie
established neighbor list, the new node selectsoasor node
having the best signal quality. Then,
synchronizes its time with the chosen sponsor ramtksends
out a Network Entry Request message (MSH-NENT ngessa
with Type=0x02) [1]. The joining node authenticate®lf to
the sponsor node using @perator Authentication Value [5]
which is an authenticated hash of the MAC addresk the
node serial number using the shared secret auttiorizkey
(AK) as depicted below.

HAMC (MAC address|Node Serial Number|AK)

Upon receiving this entry request message, the sgpon
node will evaluate the request and decide to opereject a
sponsor channel for the new node. If the sponsde fimds an
invalid operator authentication value or excesspagation
delay or not possible to support additional newespdt will
reject the entry request and respond in MSH-NCFGsiage
with Type=0x03. If the sponsor node accepts theigeqy it

the new node
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Operator Shared Secret to calculate the HMAC difyerskey
request and key reply.

Neighbor Authentication [8] Once the node has been
successfully authorized, it activates a TEK excleafay each
SAID with its neighbors. The messages are shoviigrt.

“«
CE Client Node Neighbor Node E

X.5091 SATID FIMAC(1)

AK SeqNo SAID PubKey (OldTEKParameters,
NewTEK Parameters) HMAC (2)

Fig. 4:Neighbor Node Authentication

Registration and connectivitfNow the joining node can
register and obtain an IP address and start forrhinkg to
other nodes in the mesh with the same AK value.

Ill.  SECURITY ISSUES AND COUNTER MEASURE ANALYSIS

Security threats may occur in both the PHY andNHeC
layers [22]. The attacker attacks with Radio Freqye(RF)
channel for PHY layer threats. For MAC layer thseahe
attackers spoof, modify and reply the MAC layer sages. In
this paper, we concentrate only on MAC layer issudse
following sub-sections discuss the PHY layer ségutireats

will send out MSH-NCFG message with Type=0x02. Thenand MAC layer security threats along with counteasures.

the new node acknowledges the acceptance by rgplBH-
NENT message with Type=0x01 [1].

Authorization and TEK exchange [8]The new node
performs the authorization via the sponsor nodest i sends

A. PHY layer security issues[6], [22]and [24]:

Scrambling and jamming are the two possible thr@ats
PHY layer. For scrambling, the attackers will scodenthe

the privacy key management request (PKM_REQ) mgsaglplink slots of other MS's by their own data and kmat

with authentication information. Subsequently, ti@v node
sends PKM-REQ message with authorization requestl-PK

unreadable for BS. Jamming at the physical layer kind of
denial-of-service (DoS) attack that uses intenfigna

REQ: Auth Request to the sponsor node with the dfieldinterfering radio communication by introducing theise to

indicating X.509 certificate and supporting cryptggic
algorithms. The sponsor node will tunnel the reediv
messages over UDP/IP to the authentication nodedponse
to the authorization request, the Authenticatiord®&loalidates
the requesting new node’s identity, determinesetheryption
algorithms and authentication key, and sends bhekPKM
Response message with authorization reply (PKM-R&m)e
sponsor node. Then, the sponsor node forwards éssage [8]
to the new node as shown in Fig.3.

(8 Client Node Sponsor Node(g

Cert (Manufacturer (Candidate)) .

X.509Cert Capabilities SAID

-

RSA-Encrypt (PubKey(Candidate), AK) AK Lifetime AK_SeqNo SAIDLjist
Operator Shared Secret Operator-Lifetime Operator_SeqNo)

Fig. 3:Client Node Authorization

disrupt the reception of messages in both uplirkdownlink.

B. MAC layer security issues in PMP Network

The causes of MAC layer security issues are dwetiin
un-encrypted MAC management messages. The majorityec
issues in PMP network are,

1. DoS/Reply attacks during MS Initial network entry

2. Latency during handover and unsecured pre-
authentication

3. Downgrade attack

4. Cryptographic algorithm computational efficiency

5. Bandwidth spoofing

Each security issue and its counter measures scesied
below:

1. DoS/Reply attacks during MS Initial network gntr
When the MS enter into the network, it scans therdiok

The first exchange is the Key Request message whicthannel and synchronizes with it. In the downlir&S

contains the candidate node's X.509 certificate @AD. The
Key Request message is protected from modificatith a
HMAC digest. The Key Reply message includes theeour
AK sequence number, SAID, and Traffic Encryptiony ke
parameters-encrypted with the candidate node'sqokdy. The

announces the range of initial ranging code for NiBe MS
selects any one of the ranging code and send$8i6 tfor initial
ranging. The BS responds to the successful recepio
ranging code by Ranging Response (RNG-RSP) mesghge.
RNG-RSP message is used to nullify the offsetgeaxjufency,

TEK parameters include the old and new TEKs, theitime and power used by the MS. Then the MS goeSRE-

remaining lifetime and a 2-bit sequence number. Kéhereply

REQ and other procedures as shown in Fig.2. Thesages

message also contains an HMAC digest. Nodes use tfi@ws before SA-TEK are un-encrypted nature. Soatiacker
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can decode the MAC messages, modify and re-seadi$ or
MS. The security issues during initial network gnare: (i)
RNG-RSP vulnerability (i) Auth-Request and
vulnerability and (iii) Rogue BS.

In RNG-RSP vulnerabilitythe attacker modifies the RNG-
RSP message and sets the status as failed, themmds-it to
MS. So the MS goes for initial ranging again. I€ thttacker
continuously sets the RNG-RSP status as failedMBecan
not access the network. This leads to the DoSkattac

This RNG-RSP vulnerability is solved by Diffie-Helan
(D-H) key agreement [7]. Fig.5 shows the secureitiain

ranging and network entry procedure using D-H key

agreement. In this MS generates the global prirmebeus p, q
and the secret key. Then it sends the prime nungbersl g to
BS along with ranging code. Now the BS can genetiate
shared secret key from the global prime numbersdogaas per
D-H key algorithm. Using the shared secret key Bf¢

encrypts the RNG-RSP message. So the attacker otin
modify the status. This secured initial networkrgnprocess
(SINP) [10] also solves Auth-Request vulnerability.

=

BS ¢»
Initial Ranging with DH Key Agreement

CSN/
AAA

DL. UL MAP and Initial Ranging code

(Initial Ranging code, Global parameter (p.q).
MS Public Key ) — RNG-REQ

RNG-RSP — (BS Public Key)

1d Key exchange

Fig. 5: Initial Network entry with D-H Key AgreemgfY]

For Auth-Request and Invalid vulnerabilityhe attacker
captures the Auth-Request message and re-sends BSt

continuously. So the BS would be confused with th

continuous request and sets the Auth-Response ilasefa
Some time the attacker may captures Auth-Resporssage
from BS and re-sends to MS after time out period.

This issue can be solved by either introducing edaé] or
time stamps [20]. By adding nonce or time stamf, &hd BS
identifies if the authorization message is proferthe attacker
can not modify the messages. When comparing namt¢irae
stamp, time stamp is more secure and avoids thayreftack.
If the attacker captures the authorization respomsssage and
resends it after the time of expiry, the MS camtiifg with the
time stamp value. Fig.6 shows the
request/response messages with time stamps, wiheaed T
denote the time stamps of MS and BS in the authtioiz
request/response messages, respectively.

BS ‘f&’

& Ms

Ts | Cert (SS) | Capabilities [SAID |SIGss

Cert (MS Manufacturer)

Ts | Tl KUss(AK) | Lifetime_SeqNo|SATDList|Cert (BS)|SIGps

Fig. 6: Authorization reg/resp with time stamps

In [25] the authors suggested the Wireless Publay K
Infrastructure  (WPKI) to solve the
vulnerability. The same issue is solved by visugptography
in [14]. Since it requires the trusted third paftyTP) server

Invalid

authorization

authentication
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for the implementation, it may not be suitable when
considering the end to end network architecture.

In rogue BS attack the SS cannot verify that any
authorization protocol messages it receives wenergeed by
an authorized BS. So any rogue BS can create ansepTo
solve this issue, the SS has to authenticate th¢lBJS The
PKMv2 in standard 802.16e solves it by mutual
authentication.

Solution: From the above discussion, the D-H key
agreement [7] is more suitable for initial netwenktry issues.
It solves the both RNG-RSP and Auth-Response vahiky.

2. Latency during handover and unsecured pre-
authentication: When handover occurs, the MS is re-
authenticated and authorized by the target BS. Tde
authentication and key exchange procedure increhse
handover time, which affects the delay sensitivgliagtions.
n handover response message, BS informs the MShehe
S needs to do re-authentication with the targetoB&ot. If
the MS is pre-authenticated by target BS beforedbeer,
then there is no need of device re-authenticatioh user
authorization is still necessary.

For the above issue, the authors [12] proposedstiiemes
to avoid the device re-authentication. The firdtesne adopts
the standard EAP but instead of standard EAP matked in
handover authentication, an efficient shared kesedaEAP
method is used using EMSK. Let MSKnd EMSK be the
master and extended master session keys in the
authentication phase, then MS and AAA will genertite
MSK;.; and EMSK;; from the existing MSKand EMSK keys
before handover takes place. So the device autlatioth and
key (MSK, EMSK) exchange is avoided. The secondhotbt
skips the standard EAP method and the device atithgan is

ith

Jone by SA-TEK three-way handshake in PKMv2 pracess

Since this method avoids the standard procedutes, mot
suitable for implementation.

The handover latency can be reduced by simple pre-
authentication schemes [19]. But pre-authenticaiohemes
are inefficient and insecure [12].

Another approach for reducing the handover lateiscy
using PKIl infrastructure [17] for mutual authentioa between
target ASN and the MS before handover. Since thesages
are encrypted using the public key, security isiesh

Mobile IP (MIP) scheme [26] is the new approaclsdtve
the above issue. In this scheme, pre-negotiatid thie target
BS is in layer 3 MIP tunneling protocol.

Solution: For the above issue, MIP scheme [26] is more
efficient than the other methods, since the message more
secured by tunneling protocol and it further redutbes latency
during IP connectivity phase. If the MS doesn’t didkie MIP
support, shared key-based EAP is efficient.

3. Downgrade attack [32]:The first message of the
authorization process is an unsecured messageM®elling
BS what security capabilities it has. An attackewuld,
therefore, send a spoofed message to BS contaiméaaiker
capabilities in order to convince the BS and thacked MS to
agree on an insecure encryption algorithm.
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Solution: A possible solution for downgrade attack is that

d o S
the BS could ignore messages with security capisilunder a EX N N L’! o 5 Server
certain limit [32]. MSHNCFG
MSH-NENT(NetEntryRequest): operator [auth. value
4. Cryptographic algorithm computational efficienciyhe MSH-NCEGNetEniryOpen)
number of bits needed for encryption in RSA is mtran MSH-NENT(NetEntryAck) o
Elliptic Curve Cryptography (ECC) for a requiredceyption, PKM-REQ o eurEe | Verify X500
which increases the computation time. b tm from 1S |e_Certificate
PKM-RSP
Solution: ECC is the good substitute for RSA-based public PKM-RSP -~ )
key cryptography [21, 25]. ECC can achieve the skwel of i L
security as RSA with smaller key sizes. 160-bit E@6vides Fig. 7:Network entry and authentication of a new node [5]

comparable security to 1024-bit RSA and 224-bit ECC  The Man-in-the Middle attackduring authorization is
provides comparable security to 2048-bit RSA. Aroth golved by adding the time stamp [8] or nonce [24jlar to the

advantage of ECC is that it offers faster compoteti pnmp jssue. The authorization message flows alonly tvine
efficiency and well as memory, energy and bandwsdiVings.  stamp is shown in Fig.8. The last two messagesriginal

5. Bandwidth spoofingn bandwidth spoofing, the attacker Message sequences are added with time stamps eutkirth
grabs the available bandwidth, by sending the wessary Message is used for mutual authentication.
BW request message to BS [18]. E)Cﬁem Node Sponsor Node“é’

Recommendation: To solve the bandwidth spoofing, we Cert (Manufacturer (Candidate))
recommend that the radio resource management irBfe A~ Timestamp | AX.509 | SAID L IIMAC
should check the local policy function (LPF) andrthallocates : T . T
. . ! . . . (A-Ti | Sponsor-Ti p | Sponsor-X.509 | AK-Param
the bandwidth only if the MS has necessarily priovisd. This | Operator Shared Secret — Param) A-Pub
new recommendatIOIIS based on QOS mOde| SuggeSted by the (Sponsor Timestamp | Operator Shared secret_Seq No) Sponsor-Public .
WIMAX forum [3].

-

A

Fig. 8: Authorization request/response with time stamp
C. MAC layer security issues in Mesh Network
In WiMAX mesh architecture. the CN should mainttie Solution: From the above discussion, the centralized

neighbor list after the initial network entry. Wéitreating the ~2uthentication server scheme solves the SN impatison[5]
neighbor list, it will verify the neighbor validitpy neighbor ~during authentication and time-stamp solves the-maniddle

authentication procedures [8]. So the possibleatsrén the —&ttack during authorization.

mesh network are, 2. Man-in-middle attack during neighbor authentioat
1. Man-in-middle attack during Initial network entry This is similar to initial network entry, man-in-dale attack.
2. Man-in-middle attack during neighbor authentication Puring neighbor authentication, the attacker sptuéssecurity
3. Encryption load issues information of CN.
4. Bandwidth spoofing Solution: The same time stamp technique is used for

1. Man-in-middle attack during Initial network eptr authenticating the neighbor node. The message segueith
[5,8,9,18,21]: In mesh mode, there are more chances th4{me stamp [8] from CN to SN in (1) and SN to CN &
malicious node can act as the SN and spoof the mae  depicted below
inforg:_atri]on durigg neIV\;]ork entry anﬂ dlé:ri’{:ghtimetrlmﬁghbor Tc | Candidate-X.509 | SAID | HMAC (1)
establishment. For authentication, the as theaicate : :
with the sponsor node using operator shared sé0&§) key I(glc!ITTgKl QSV_V‘SI'E?(’;I?Llifgﬁ;gehrarMﬁgczg)l SAID| Pubkey
which is similar to AK in PMP mode. The OSS kegd@nmon '
for all the nodes in the mesh network. Tigponsor Node

Impersonatiorieads tdVlan-in-the Middle/Reply Attack 3. Encryption load issuesn mesh mode, the SN decrypts

each payload and then transfers the traffic to Bi$e after
To prevent the SN impersonations, CN should vettily  encrypting the data with its own OSS key. This fead

sponsor node joining message. In [5], the authoopgsed a encryption load issue and data insecurity.

scheme which assigns a different secret authasizdtey for Solution: To solve the encryption load issue [5], the

each node. This key is used in the Mesh PKM Recaed P : !

Mesh PKM Response to authenticate the joining rtodthe encryption should be done between the subscritertian BS

L | - and not just to the next hop. So the SN simply &rds the
authorization server and vice versa. The authooanessage affic in'its encrypted form, to and from the he&S. For this
flow is shown in Fig. 7. The PKM request and resgon

i purpose, the authors [5] introduced a new meshhgaloler

messages are depicted below. which contains the ids of the transmitting nodes #ponsor

Mesh PKM Request node, and the mesh BS node. This differs from tineeat

MACoining | SERIALioining | Hf MAC oininalSERIALivininalAK iin standard containing only the transmitting nodeTide SN can
jrning| Loing | F{ jring| jning}AKoring } use these ids to route without having to decrypttiessage.

Mesh PKM Response . ) . .
MACbase| SERIALbase| H { MAC basdSERIALbasdAK jining } 4. Bandwidth spoofingThe issue and the recommendation

are similar to PMP network.
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IV. CONCLUSION AND FUTURE WORK

The IEEE 802.16e based WIMAX network provides lyette

security architecture, compared to 802.16d, andicélfs
secures the wireless transmission using differemiponents
such as X.509 certificates, PKMv2, the Securityoksations,
encryption methods and the Encapsulation Protodolwever,
it still lacks complete security solutions due tertain

unsecured MAC management messages and the mestrketw

is not analyzed clearly. The existing individualsearch
considered the issues such as secured rangingndigttion,
and authorization during key exchange phase, handand
neighbor authentication. In this work, all thestig research

efforts were analyzed based on the end to end mnetwojis)

architecture and suitable solutions have been stggie

For PMP network, the integrated solution consi$t®-d
key agreement for secured initial network entryPMicheme
to avoid the latency and pre-authentication issuging
handover, neglecting the SBC-Req if the securifyabdities
are under certain limit and ECC algorithm to improthe
computational efficiency from the existing researébr mesh
network, the integrated solution consists of céiatrd
authentication server along with different OSS &mcured
initial network entry, data forwarding to avoid teacryption
load issue and time stamp in authentication messag&N
and neighbor authentications from the existing aede The
new recommendation for bandwidth spoofing in battPPand
mesh networks is the BS allocates the uplink badthanly if
the user is necessarily provisioned.

We are working further to find the solutions foryBital
layer security threats and the simulations for the&cussed
counter measures to create the complete solution.
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